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WATCHGUARD SYSTEM MANAGER 9.0

Intuitive graphical interface

® Easy to learn; easy to use
Unified management console

® No need to maintain separate software for multiple point solutions
Interactive real-time monitoring

® View, comprehend, and take corrective or preventive action — all
in real time

Drag-and-drop VPN

® Fastest and easiest way to create secure branch office VPN tunnels
Secure, flexible logging and comprehensive reporting

® A rich suite of tools for expert analysis of security and network activity
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OVERVIEW OF MANAGEMENT SUPPORT

WatchGuard System Manager (WSM) is the software used to
manage Firebox® X security appliances and options such as
Gateway AntiVirus/Intrusion Prevention Service and Web content
filtering

WSM 9.0 delivers full management of:
Firebox® X Peak™, Core™ and Edge™ e-Series
Firebox® X Peak™
Firebox® X Core™ with Fireware ™ Pro
Firebox® X Core™ with WatchGuard Firebox System 7.X
Firebox® Il
WSM 9.0 centrally manages VPNs among:
All Firebox X Peak, Core, and Edge appliances
All SOHO 6, SOHO, and S6 appliances
Mobile users




UNIFIED CONSOLE PROVIDES EASE OF USE

View all the appliances in X55e—WlE| X 1250¢ =1
your enterprise at a glance

v Centrally manage all your @
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Launch monitoring or
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v'New Fireware 9.0 advanced networking features!
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INTUITIVE GRAPHICAL INTERFACE

Smart look and feel throughout “From-To” traffic paradigm for

® Smart, informative icons and Fireware Pro

graphical controls ¢ Simplifies configuration in more

* New default device view complex networks

Granular, powerful controls for the

Strong default security settings
9 y d expert user

® Network is secure from the start
¢ Custom-tailor configuration to meet

changing business demands
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ADMINISTRATIVE FLEXIBILITY

Choice of manual or auto-ordering of firewall rules
® Granular control of precedence for experts
® Can revert to auto-ordering at any time
Flexible use of objects
® Can use objects to streamline management
® No requirement to create objects — use only as needed
Offline configuration
¢ Save configuration changes instantly

® Option to craft configuration offline, saving as file until ready for
deployment
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HOSTWATCH™

Graphical display
of live connections

Watch network traffic
in real time

One-click access
to more details on
any connection

Prevent unauthorized
access by blocking sites

No major competitor offers
all of this!
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* Requires Fireware™ Pro, WatchGuard’s advanced security and networking operating system
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TRAFFIC MONITOR

Scrolling display of f
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Displays Firebox
logs in a scrolling,
interactive interface

Eliminates the need to
iteratively pull and
view log files

Allows you to ping,
traceroute, or block a
site

No competitor offers all
of this!
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* Requires Fireware™ Pro




BANDWIDTH METER

Scrolling graphical
display of bandwidth use

| 8 Firebox System Manager - 100.100.100.40 [Connected] M=
File ‘Verw Toocls Heaip |

Manage your services -see ©LmME@ b
how much of your available | commms e I ———
bandwidth is being used by
a service or protocol at
any time

Pinpoint bandwidth-
consuming activities

Evaluate your external
bandwidth usage and your
QoS settings
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PERFORMANCE CONSOLE*

Graphical display of
system performance

Monitor performance across
dozens of system
parameters

Gain valuable, real-time
insight into how your
Firebox is working

Validate policies through
displays of policy-based
statistics

* Requires Fireware™ Pro
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DRAG-AND-DROP VPN MANAGEMENT

Fast, efficient, and virtually
foolproof

Drag one device to another to

create a secure branch office

VPN tunnel

Support for multiple WatchGuard

platforms

Simplicity lowers administrative

costs

VPN configurations are distributed

automatically

Support for High Availability and

firewall rules

WatchGuard System Manager
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COMPREHENSIVE LOGGING,
NOTIFICATION, REPORTING

Powerful tools for expert analysis of security and network activity

Encrypted logging
® No need for dedicated IPsec tunnels for logging with XML or WSEP logs
® XML and WSEP log channels are TCP-based for reliable transmission
WatchGuard Log Server Failover

° If primary server fails or becomes unavailable, logs automatically fail over to
another server (can specify multiple servers)

Logging is human-readable

® Plain-language log messages simplify troubleshooting, analysis
Comprehensive reporting options

¢ Use built-in Historical Reports — or third-party tools
SNMP support

® Flexible notification and monitoring options
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COMPETITIVE ADVANTAGE

The power you need, all in one integrated platform

Iqteractiv? Rc_eal- Yes No o No No
Time Monitoring

Drag-and-Drop

VPN Tunnel Yes Limited No No No
Creation

Centralized VPN

Management Lra e $$ $3595 $$ $$
Bundied

Reporting Tools WES $$ $3595 $$ $$
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AVAILABILITY, BUNDLING, LICENSE
STRUCTURE

WSM 9.0
¢ Ships with Firebox X Peak, including a free 4-device WSM license

® Ships with Fireware Pro, independent of LiveSecurity® Service
subscription

® Available free of charge to Firebox X Core or Firebox Ill customers with
valid LiveSecurity Service subscriptions

WSM 9.0 supports existing VPN Manager licenses
¢ Can run a mixture of old and new licenses
New WSM device licenses are cumulative, not incremental

® Adds flexibility in purchasing and deployment of licenses
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WATCHGUARD SYSTEM MANAGER 9.0

Real-time, powerful,
intuitive, flexible
management controls

— at your fingertips.
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STRONGER SECURITY, SIMPLY DONE~
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Backup
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WSM 9.0: COMPARISON TO WSM 7.x
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